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Unlocking the Mobile Filing Cabinet:
The Expanding Role ot PDA Discovery

by Michael R. Holt

he letters “PDA” are no longer synonymous with

“public displays of affection.” These days, “per-

sonal data assistants” are all the rage. In just

a short time, PDAs revolutionized the way we
live and communicate. They are now a prominent part
of our everyday lives. Devices like smartphones, tablets,
“phablets,” and even watches enable us to send, share, or
receive seemingly limitless amounts of data.

Along with these devices come “apps” — millions of
them.! As the Supreme Court recently observed, “the
phrase ‘there’s an app for that’ is now part of the popular
lexicon.”? Among other things, they help us take notes,
manage our schedules, stay in touch with friends and
business contacts, find significant others, watch movies,
play games, shop, pay our bills, and count calories. Viewed
collectively, these apps “form a revealing montage of the
user’s life.”

Just how helpful is all of this technology? Does it make
the world better, worse, or somewhere in between? This is
the subject of fascinating debate well beyond the scope of
this article. What cannot be ignored is that people from all
walks of life are glued to their PDAs. Need a reminder?
Visit any restaurant, movie, sporting event,* or even a
gym to observe the “smartphone slump” in action.?

This constant activity generates colossal amounts of
discoverable information beyond emails and texts. The
device itself can reveal a snapshot or portrait of someone’s
life and ultimately, their ability to function. Indeed,“[c]ul-
tural boundaries between the personal and professional
blend as round-the-clock email, texting, and networking
sites became first socially acceptable, then the work place
standard.”® As the social network explodes, PDA content

becomes an ever more prominent part of litigation. Two
recent high-profile matters involve deflated footballs and
a senseless act of terrorism.”

Sometimes, the use of a PDA is just as important as
what is on it. For example, consider a claimant seeking
damages based on reduced cognitive functioning. The
claimant’s PDA interaction could very well reveal infor-
mation to refute the claim or otherwise corroborate it.
Lawyers in careless driving cases may want to discover
PDA activity beyond simple texting to demonstrate inat-
tention to the road. And employment lawyers may have a
keen interest in how their opponents interact with their
PDAs while at work. The list goes on.

A discovery request seeking this type of electronic
information reflects today’s changing society and its
ever-increasing reliance on cellular devices as a means
of communication, information, and entertainment. Even
the most rudimentary cellular devices contain a litany of
different applications, games, programs, and other modes
of communication, which directly relate to underlying
litigation issues.

This raises the question of whether counsel may ac-
cess, inspect, and mine information from the device itself.
Traditionally, Florida’s courts deny unfettered access to
electronic information without some showing that the
opponent hid information or otherwise failed to cooper-
ate. That is not always the case with a PDA, where the
focus of the request and analysis are different.

This article explores the phenomena of PDAs, when
their examination might be appropriate and how to open
the digital “filing cabinet.” Also discussed are the use of
experts to assist with examination and data extraction.
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Caselaw concerning electronic discovery traces its origin back
to computer hard drives, not PDAs. Over time though, Florida’s

appellate courts applied this law to evolving technology, including

mobile devices.While courts once restricted electronic discovery

to cases involving discovery noncompliance, the door is now

guardedly opening in certain circumstances.

Ultimately, PDA discovery in the
appropriate case can dramatically
impact the strength of both claims
and defenses.

PDAs and Their Increasingly
Prominent Societal Role

PDAs are loaded with potentially
relevant information. A recent U.S.
Supreme Court opinion thoroughly
discusses this, albeit in a differ-
ent context. That decision, Riley v.
California, 134 S. Ct. 2473 (2014),
recognized and elaborated upon the
prominent roles that PDAs now play
in our daily lives.

The underlying case concerned
whether police may search the cell
phone contents of an arrestee with-
out getting a warrant (the court
said “no”).® Discussing this issue,
the Court humorously observed that
modern cell phones “are now such a
pervasive and insistent part of daily
life that the proverbial visitor from
Mars might conclude they are an im-
portant feature of human anatomy.”

The Court also marveled at the
storage capabilities of a cell phone
compared to an old-fashioned wallet.
“Cell phones...place vast quantities
of personal information literally in
the hands of individuals.”'® These
devices are “minicomputers” with
an “immense storage capacity.”!! Cell
phones “could just as easily be called
cameras, video players, rolodexes,
calendars, tape recorders, libraries,
diaries, albums, televisions, maps,
or newspapers.”'2 They “also happen
to have the capacity to be used as a
telephone.”?

These devices not only store in-
formation, they leave behind a trail
that provides insight (sometimes not

welcome) into the lives of users. “An
internet search and browsing his-
tory, for example, can be found on an
internet-enabled phone and could re-
veal an individual’s private interest
or concerns — perhaps a search for
certain symptoms of disease, coupled
with frequent visits to WebMD.”14
Indeed, “[h]istoric location informa-
tion is a standard feature on many
smartphones and can reconstruct
someone’s specific movements down
to the minute, not only around town
but within a particular building.”!?

Summing up, PDAs “reveal much
more in combination than any iso-
lated record.”'® Additionally, the
capacity of cell phones ensure that
“[t]he sum of an individual’s private
life can be reconstructed through a
thousand photographs labeled with
dates, locations, and descriptions; the
same cannot be said of a photograph
or two of loved ones tucked into a
wallet.”’” The data on that phone
“can date back to the purchase of
the phone, or even earlier.”!® “Mod-
ern cell phones are not just another
technological convenience. With all
they contain and all they may reveal,
they hold for many Americans ‘the
privacies of life.””1?

These words powerfully illustrate
the vast amount of available infor-
mation and the reasons and why
that data might be relevant to legal
proceedings.?® But can attorneys
begin the discovery process by im-
mediately requesting access to the
device(s) themselves, as opposed the
information they store? Not so fast.
As Florida’s caselaw makes clear,
there is no “one size fits all” when it
comes to PDA discovery. Given the
right factual circumstances, plan-
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ning, and carefully tailored requests,
PDA inspections are certainly avail-
able and should be pursued.

Florida’s Existing Legal
Framework for Device
Discovery

There are no specific rules, laws,
or statutes solely focused upon PDA
discovery. The process starts with a
request for production or inspection
under the applicable rules of proce-
dure. A responding party may well
object on the grounds that discovery
cannot start with the forensic exami-
nation of a mobile device.

Caselaw concerning electronic
discovery traces its origin back to
computer hard drives, not PDAs.
Over time though, Florida’s ap-
pellate courts applied this law to
evolving technology, including mobile
devices. While courts once restricted
electronic discovery to cases involv-
ing discovery noncompliance, the
door is now guardedly opening in
certain circumstances. The three
cases discussed below, Menke v. Bro-
ward County School Board, 916 So.
2d 8 (Fla. 4th DCA 2005); Holland v.
Barfield, 35 So. 3d 953 (Fla. 5th DCA
2010); and Antico v. Sindt Trucking,
Inc., 148 So. 3d 163 (Fla. 1st DCA
2014), illustrate this evolution.

Menke v. Broward County
School Board

In Menke, the Fourth District
Court of Appeal quashed an ALJ’s
order compelling production of all
computers in a teacher’s home.
That case involved a disciplinary
proceeding against a high-school
teacher accused of inappropriately
communicating with students. The



The court very accurately analogized a computer to an “electronic

filing cabinet” from which parties may extract information,
including the time spent on internet sites or chat rooms. Unfettered
forensic inspections are, by their very nature, invasive and often,
ovetly thorough. The wholesale access allowed by the ALJ, with only
limited safeguards, would “expose confidential communications and

matters entirely extraneous....”

school board, in seeking his termi-
nation, requested a broad forensic
inspection.

The court very accurately analo-
gized a computer to an “electronic
filing cabinet” from which parties
may extract information, including
the time spent on internet sites or
chat rooms.?! Unfettered forensic
inspections are, by their very nature,
invasive and often, overly thorough.
The wholesale access allowed by the
ALJ, with only limited safeguards,
would “expose confidential com-
munications and matters entirely
extraneous to the present litigation,
such as banking records.”??

Rule 1.350(a)(3), the court ob-
served, was “broad enough to encom-
pass requests to examine a computer
hard drive but only in limited and
strictly controlled circumstances...
unlimited access to anything on the
computer would constitute irrepa-
rable harm, because it would expose
confidential, privileged information
to the opposing party.”?® If the oppo-
nent demonstrated that the adver-
sary deleted information, a computer
search “might be appropriate.”

Against this background, “intru-
sive searching of the entire computer
by an opposing party should not be
the first means of obtaining the rel-
evant information.”” Because there
was “no evidence of any destruction
of evidence or thwarting of discovery”
and because the search allowed ac-
cess to “literally everything on the
petitioner’s computers,” the ALJ’s
order caused irreparable harm. The
court did not completely foreclose
the possibility of such discovery.
Instead, a forensic search might be

appropriate if the requesting party
proved 1) evidence of any destruction
of evidence or thwarting of discov-
ery; 2) a likelihood the information
exists on the devices; and 3) no less
intrusive means exists of obtaining
the information.?®

Holland v. Barfield

Several years later, the Fifth
District Court of Appeal granted
a certiorari petition, quashing an
order compelling production of the
defendant’s computer hard drive
and cell phone. The underlying
case was a wrongful death action.
The plaintiff served discovery seek-
ing production of “[alny and all
computer hard drives” and “all cell
phones” possessed by the defendant
from the day before the accident to
the present.?”

The defendant, a college student,
argued the requests were overbroad,
involved impermissible “fishing” and
invaded her privacy.?® The plaintiff
sought these devices to discover “evi-
dence of communications among the
defendants through mobile phone
text messages, Facebook.com, and
MySpace.com.”?

The defendant sought certiorari
from an order compelling production.
She advanced several arguments,
among them that the order allowed
the plaintiff to review information
outside the presence of her counsel,
that she should have an opportunity
to review information before handing
over the devices and that being with-
out them would hinder her prepara-
tion for class and communication
with students and faculty.?°

The Fifth DCA noted, like Menke,
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the record contained no evidence of
“destruction of evidence or thwarting
of discovery.”®* And the production
request sought “the electronic media
themselves” rather than “specific
information contained therein.”??
Additionally, the sought-after dis-
covery was already available through
less intrusive means.?® The order
would, the court found, allow the
plaintiff to “review, without limit or
time frame, all of the information
contained in [pletitioner’s computer
and mobile phone SIM card without
regard to her constitutional right of
privacy and the right against self-
incrimination privileges, including
attorney-client, work product.”3
This, the court concluded, “caused
irreparable harm.”?

Antico v. Sindt Trucking, Inc.

In 2014, the First District Court of
Appeal confronted a wrongful death
claim brought on behalf of a driver
killed in a collision with a truck. The
defendant trucking company sought
and obtained an order allowing
its expert to inspect data from the
driver’s mobile phone on the day of
the accident.

While Menke and Holland might
support granting the plaintiff’s peti-
tion, the appellate court denied it. In
so doing, Antico carefully examined
the circumstances regarding the
underlying claim in conjunction with
the parameters of the request.

The decedent was allegedly “dis-
tracted by her iPhone” before the
accident.?® The defendants initially
sought and obtained some data from
the cellphone (calling and texting
records). But other data, “such as use



and location information, internet
website access history, email mes-
sages, and social and photo media
posted and reviewed on the day of
the accident,” was not produced.?’
The plaintiff resisted the request for
a device inspection based on a viola-
tion of the decedent’s privacy rights
under the Florida Constitution.3

The order granting inspection
recognized these interests. It also
emphasized that two witnesses re-
ported the decedent may have been
using her cell phone at the time of
the accident.?® The order “set strict
parameters” governing the inspec-
tion.*® This included videotaping
the inspection, installing software
to guard against alteration of the
phone’s hard drive, making a mas-
ter copy for review by the plaintiff’s
counsel and limiting the time period
available for review.*!

Cases like Menke and Holland,
the court found, did not completely
preclude electronic device discov-
ery.*2 The “context” of the discovery
request was important, as it did not
“involve an unanchored fishing ex-

pedition.”? Instead, the defendant
predicated the request upon “specific
evidence” suggesting that the dece-
dent may have been “texting just
before the accident.”**

The multi-faceted nature of cellu-
lar phones and their many uses also
apparently influenced the court’s
holding. Indeed, “the only way to
discover whether the decedent used
her cellphone’s integrated software
at the time of the accident, or drafted
a text, dialed a number, searched for
contact information, reviewed an old
message, or used any other of the
smartphone’s many features, is by
broadly inspecting data associated
with all of the cell phone’s applica-
tions.”*®

The trial court’s order protected
the decedent’s privacy interests
through a strict protocol.*® And, be-
cause the plaintiff “offered nothing in
response to the court’s privacy con-
cerns and open invitation to propose
a different process,” the court could
not “conclude that the trial court
erred by allowing [r]espondents’
expert retrieve the cellphone’s data

GilsbarPRroO.

under limited and controlled condi-
tions.”"

Ultimately, if the goal is to mea-
sure use of the device, it may seem
very difficult to start anywhere else.
Ultimately, PDA discovery involves
a weighing and balancing which
turns upon the nature of the claim,
the parameters of the inspection,
and the protections available to the
opponent.

Opening the File Cabinet: Nuts
and Bolts of PDA Discovery
Without question, cellular phone
data and social media are discover-
able when the content relates to
the salient issues.*® With respect
to social media, instant messaging,
and similar applications — such
material is not absolutely privileged
or protected solely by the right to
privacy.* In certain instances, docu-
menting PDA usage in totality may
ultimately help demonstrate the
quality of a person’s life and whether
either they are an “accurate reporter
of his/her [post-accident] life or the
quality of her life since then.”® As
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Antico teaches, parties may obtain
PDA discovery where the inspection
is limited and controlled.?!

Lawyers seeking production of
mobile devices must start the discov-
ery process with a well thought-out
plan. Although Menke, Holland, and
Antico do not explicitly require dis-
covery to proceed in stages, prudent
counsel will nevertheless employ it.
Doing so will enable the parties and,
if necessary, the court, to focus the
issues as to any physical inspection.

Once litigation becomes imminent,
preservation letters should refer-
ence not only information within the
PDAs but the devices themselves.
After the lawsuit filing, discovery
requests can pinpoint the number
and type of available devices along
with information regarding their
use. This includes mobile messag-
ing apps like Snapchat, WhatsApp,
Kik Messenger, Skype, Tinder, and
Yikyak.??

Counsel may, during this process,
obtain hard copies of printable
content. This can provide valuable
assistance when developing a device
inspection protocol. It can also help
determine whether the targeted
extraction should include any data
deleted from the PDA’s memory
system.

As with all discovery, requests
should be broad enough to obtain the
sought-after information but not so
expansive to draw a valid objection.
Thinking through the issues and lim-
iting the scope of the proposed data
extraction ultimately saves valuable
time, money, and judicial resources.
Requests should limit themselves to
data, communications, or application
usage that relate to the lawsuit,
sought-after damages, or defenses.5?

A Word About Forensic
Examinations

The technical nature of PDA dis-
covery and the need to ensure pri-
vacy and security highlight the need
for lawyers to seek help from forensic
examiners. Counsel should not ap-
proach civil litigation “as if informa-
tion systems were crime scenes that
justify forensic investigation at every
opportunity to identify and preserve
every detail....”>* Rather, collection

methods must be reasonable and
appropriate for the circumstances of
the case.5

Cell phone forensic experts spe-
cialize in retrieval of mobile data and
preservation of evidence to ensure
its admissibility in court. However,
these forensic experts come at a price
the client must be willing to pay.®®

Forensic experts employ a variety
of data collection methods. These
vary based upon the specific needs of
a case. For example, an expert may
make a “forensic logical copy,” which
collects pictures, text messages, and
emails.’” A forensic image, on the
other hand, is a “copy of all data on
a device in manner that represents
the entire state of the device and
could clone an exact duplicate with
equivalent hardware.” This type of
forensic examination does not collect
unsaved data from volatile memory.*®

Another method involves the “logi-
cal collection of synchronized data.”®
This collects information from a loca-
tion synced with the device itself.®°
Synchronized data locations such
as, Facebook, Gmail, DropBox, and
iCloud, can be accessed from more
than one device such as an app on
a cell phone or webpage on a com-
puter.®! Because of that, the data may
not be in one central location.5?

Cloud storage is another service.
“These services are completely host-
ed by third-party companies each of
which have processes that must be
followed if anyone other than the
user or the paired device wants to
collect the hosted backups.”®® The
premise behind cloud storage is that
data can be accessed from anywhere
all the time.**

Similar to cloud storage is file
sharing or a “company-owned and
managed server or share and likely
only used for select applications such
as [Microsoft] Exchange, for central-
ized management of company owned
devices.”®® However, some data may
not be available from this server,
such as anything saved locally to
the computer as opposed to the file
sharing site or application.%

Conclusion
PDA discovery has its place in
Florida’s litigation landscape. Law-
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yers must carefully tailor their
requests in light of the facts and
alleged damages. Overly broad
requests allow access to irrelevant
information, thus, intruding on the
privacy aspects carefully examined
by the Supreme Court in Riley.
Requesting parties should enlist
appropriately qualified personnel
to handle any data distraction with
minimal interruption and without
altering or damaging the device.
Litigants receiving overly broad
requests still, of course, retain all
the protections of the Florida Rules
of Civil Procedure. They should also
strongly consider enlisting the as-
sistance of third-party experts who
can assist opposing counsel, as well
as the trial court, with the technical
aspects concerning any objections.U
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